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ibaPDA-Interface-IEC61850-Client About this documentation

1 About this documentation

This documentation describes the function and application of the software interface
ibaPDA-Interface-lIEC61850-Client.

This documentation is a supplement to the ibaPDA manual. Information about all the other
characteristics and functions of ibaPDA can be found in the ibaPDA manual or in the online help.

1.1 Target group and previous knowledge

This manual is aimed at qualified professionals who are familiar with handling electrical and
electronic modules as well as communication and measurement technology. A person is regard-
ed as professional if he/she is capable of assessing safety and recognizing possible consequenc-
es and risks on the basis of his/her specialist training, knowledge and experience and knowl-
edge of the standard regulations.

This documentation in particular addresses persons who are concerned with the configuration,
test, commissioning or maintenance of IEC 61850-compliant devices in the area of substation
automation. For the handling of ibaPDA-Interface-IEC61850-Client the following basic knowl-
edge is required and/or useful

m Windows operating system
m Basic knowledge of ibaPDA

m Knowledge of configuration and operation of the relevant target system/device

1.2 Notations

In this manual, the following notations are used:

Action Notation

Menu command Menu Logic diagram

Calling the menu command Step 1 — Step 2 — Step 3 — Step x
Example:
Select the menu Logic diagram — Add — New function
block.

Keys <Key name>

Example: <Alt>; <F1>

Press the keys simultaneously <Key name> + <Key name>

Example: <Alt> + <Ctrl>

Buttons <Key name>

Example: <OK>; <Cancel>

Filenames, paths Filename, Path

Example: Test .docx
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1.3 Used symbols

If safety instructions or other notes are used in this manual, they mean:

Danger!
The non-observance of this safety information may result in an imminent risk
of death or severe injury:
m Observe the specified measures.

Warning!
The non-observance of this safety information may result in a potential risk of
death or severe injury!
m Observe the specified measures.

Caution!

The non-observance of this safety information may result in a potential risk of
injury or material damage!

m Observe the specified measures

Note

® A note specifies special requirements or actions to be observed.

O Tip or example as a helpful note or insider tip to make the work a little bit easier.

Other documentation

Reference to additional documentation or further reading.

6 Issue 1.7 @
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2 System requirements

The following system requirements are necessary for the use of the
IEC 61850 client:

m ibaPDA v8.2.0 or higher
m License for ibaPDA-interface-IEC61850-Client

m If you need more than 64 connections, you will require additional one-step-up-Interface-
IEC61850-Client licenses for each additional 64 connections.

Requirement for the analysis of the data:

m jbaAnalyzer v8.0.2

For further requirements for the computer hardware used and the supported operating sys-
tems, please refer to the ibaPDA documentation.

License information

Order no. Product name Description
31.001090 ibaPDA-Inter- Extension for an ibaPDA system to include an
face-IEC61850-Client IEC 61850 client interface
Number of connections: 64
31.101090 one-step-up-Interface- Extension license for an existing interface
IEC61850-Client ibaPDA-interface-IEC61850-Client for another

64 connections

One connection is required per configured IEC 61850 device.

Note
° In order to use more than 64 data connections per interface, extension licenses
1 one-step-up...are required. Up to 64 further connections to devices can be es-

tablished on each one-step-up-license. These licenses can be purchased or re-
leased multiple times.

Consider the limitation of the number of signals by the ibaPDA base license.

@ Issue 1.7 7
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3 IEC 61850-Client

3.1 General Information

The standard IEC 61850 of the International Electrotechnical Commission (IEC) describes a gen-
eral transmission protocol for protection and control technology in electrical switchgear of me-
dium and high-voltage technology (station automation).

The data interface ibaPDA-Interface-IEC61850-Client is suitable for the measured data recording
from an IEC 61850-compliant server via standard network cards.

The following protocols are supported:
= Manufacturing Messaging Specification (MMS)
= Generic Object Oriented Substation Events (GOOSE)

The selection of the signals to be measured is hereby conveniently carried out by means of
symbolic names supported by the IEC 61850 symbol browser. This makes it possible to access all
measurable data attributes based on the imported server object list of the IEC 61850 device.

Furthermore, ibaPDA supports retrieval, transfer and renaming of COMTRADE files according to
IEC 61850-7-2 by means of a so called file module, which can be configured for each IEC 61850
device.

3.2 System topologies

The connections to the data servers can be established via the computer's standard Ethernet
interfaces. Topology example with protective relay:
ibaPDA HMI Engineerin

gy

| Ethernet/IEC 41850

O Oqp9 0 Oq)0
ooon ooan

sl =[JEER
|[EC 61850 devices (IEDs)

Note
° It is recommended carrying out the TCP/IP communication on a separate net-
1 work segment to exclude a mutual influence by other network components.
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3.3 Configuration and engineering for IEC 61850 server

The configuration and engineering of the IEC 61850 server requires special tools from the device
manufacturer and is not part of this data interface.

Some of the functions provided in the standard IEC 61850 are deliberately not used in the data
interface. This ensures that unintentional changes to the server-side configuration will not dis-
rupt the link to other devices. For example, it is not possible to generate dynamic data sets with
GOOSE modules or to assign a different data set to a GOOSE control block.

3.4 Configuration and engineering for ibaPDA

Open the I/O manager, e.g. from the toolbar EI"

If all system requirements are at hand (see chapter @ System requirements, page 7) the in-
terface “IEC 61850 Client” is displayed in the signal tree.

lm.ts ]Outputs ]ﬂnahftics ]Gmups ]General l q [
- ibaNet-E

; I;..ICICCIPII.IJIE

8| |IEC 61850 Client
i Click to add module ...

-2 OPC
[x}- % OPC UA
% Playback
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34.1

Interface settings

The interface IEC 61850 client has the following functions and configuration possibilities:

3+ iba /0 Manager

DEEEEAE-000| &R

Inputs ]Outputs ]ﬂnah’tics ]Gmups Gener 4 P

-0 ibaNet-E

SR

IEC 61850 Client

O

(-0 ibaCapture [] Set all values to zero when the connection to a device is lost Open log file
E}@ C 61850 Client Start acquistion even if a device is not accessible
i IEC 61850 device —
MMS module (0) [ Allow inaccessible attributes Reset statistics
g GOOSE moduie (1) IEC61850-7-2 iles destination path: [c\Comtrade
i Click to add module ..
Click to add module ... User name: | |
B IEC 6185032 }
E}-@ OFC Password: | | Test path
-4 OPC UA :
3% Playback Name Message Update time  Response time Data
E-An Text inteface Counter Actual Actual Average Min Max Size
..... Unmapped 0 = IEC61850 Device Emors: 0
MMS MMS module (1) 778 100,0 ms 3,1ms 2,2ms 1,0 ms 7. 1lms
GO GOOSE module (2} 625 161,9 ms 123,0ms 0,0 ms 371,1ms 37

Set all values to zero when the connection to a device is lost

If this option is enabled, all measured values of a device are set to zero as soon as the connec-
tion is lost. If this option is disabled, ibaPDA will keep last valid measured value in the memory
at the time the connection was lost.

Start acquisition even if a device is not accessible

If this option is enabled, the acquisition will start even if the device is not accessible. Instead of
an error, a warning is indicated in the validation dialog. If the system has been started without a
connection to the device, ibaPDA will periodically try to connect to the device.

Allow inaccessible attributes

Enable this option to start the acquisition, even if no attributes are accessible. The inaccessible
symbols are issued as warnings in the validation dialog. This can only occur if the address book
is not up-to-date!

If you do not enable this option, then the measurement will not start in the presence of inacces-
sible symbols.

IEC61850-7-2 files destination path

Enter here the path to the destination directory if you want to use the File module in order to
transfer COMTRADE files from an |IEC 61850 device. This directory will be the base directory to
store the files. The path should be given from the ibaPDA server's point of view. A UNC-path is
permitted. In order to access network shares add user name and password. Use the <Test path>
button to check ibaPDA's ability to access the path.

Connection table

The table shows different diagnostic values of the individual connections during data measure-
ment. To reset the calculated times and error counters to zero, simply click on the <Reset count-
ers> button. All modules of an IEC 61850 device use the same connection.

The telegram counter is a continuous counter that is incremented by one with each received
telegram.
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The update time is only shown for modules that automatically query data from the IEC serv-
er with the set update time. This is only the case with MMS modules without report control
blocks. The currently measured update time indicates whether the desired set update time is
reached. In the case of overload of the IEC server, the desired update time cannot be reached.
The corresponding line in the connection table is then colored in yellow.

For MMS modules without a report control block, the response time describes the time that
passes between the data query by ibaPDA and the receipt of the response.

For all other module types, the IEC server automatically sends data according to different crite-
ria. In this case, the response time describes the duration between two received telegrams.

Also see the chapter & Connection table, page 35

<Open log file> button

If connections to IEC 61850 devices have been established, then all connection specific actions
are recorded in a text file. With this button, you can open and have a look at this file. In the

file system on the hard drive, you will find the log files of this interface in the path . . . \Pro-
gramData\iba\ibaPDA\Log\. The file name of the current log file is lec61850Log.txt, the
name of the archived log files is lec61850Log_yyyy_mm_dd_hh_mm_ss.txt.

3.4.2 Add device module

IEC 61850 devices are shown in ibaPDA as device modules.

g Add medule *

LELCERNIFC 61850 device

Module type :

= Folder

B 1EC 61850 device
35 Diagnostics

Add a module by clicking below the interface. Select the module type “IEC 61850 device” and
click on <OK>.

3.4.3 General device module settings

All devices have the following common setting possibilities.

@ Issue 1.7 11
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E-ibalfC‘Manager [m] x
NMEOEREEIE-0LEMRE|EHB

Inputs | Outputs | Anahtics | Groups | Gener 4 P |EC 61850 device
-8 ibaMet-E

[ ibaCapture General f Connection
-3 IEC 61850 Client

BB 5] IEC 61350 device v Basic
iz Click to add module Module Type IEC 61850 device
iy Click to add madule Locked None

[ IEC 6185032 Enabled Te

-2 oPC Name IEC 61850 device

-0 OPC UA ‘Comment

ﬁ Playback Use module name as prefix | False

[-Aa Text interface

g8 Unmapped
Module Type
This is the type of this module.

‘\\\‘llllll\l\l\l\lll||||||\‘\l\l
0 2%  s5t2 788 24 1280 5% 7w O oK Apply

Basic settings

Module Type (information only)
Display of the module type

Locked
A module can be locked to avoid unintentional or unauthorized changing of the module set-
tings.

Enabled
Disabled modules are excluded from signal acquisition.

Name
The plain text name should be entered here as the module designation.

3.4.4 Connection Settings

In the Connection tab, the corresponding connection of the device module is configured for the
IEC 61850 device.

e iba /0 Manager O x
DEOEEEEIIE-HINI|EBMEIEHB

AL R IEC 61850 device
- ibaMet-E

[#-C0 ibaCapture | General i C
g--ﬁ IEC 61850 Cliert Connection
= |EC 61850 device

i Click to add madule .. Address 127.0.0.1 Timeout (s): 5 El | Test connection |
i iy Click to add module ..
WE 6;15;;2 made GOOSE network: | Bluetooth-Netzwerk verbindung (Bluetooth Device (Personal Area Network) |
3 SEE A Address book: |127.D.D.1_1ﬂ2 V| | Create address book |
i-3% Playback Device supports MMS communication
": Text interface [] Advanced settings
B8 Unmapped

Erfolgreich verbunden mit %

Erkcennen logischer Gerate

Logisches Gerat: BayControllerQ
Logische Knoten: 12
Datensets: 3
Report Control Blocks: 2
GOOSE Contral Blocks: 3
5V Control Blocks: 0

Logisches Gerat 1 erfolgreich gelesen

‘||||||\|||\||||||\||\\||\||||||‘
0 25 512 783 24 1280 153 7 = U i Apply
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Connection Parameters

Address
The IP address of the IEC 61850 device is to be entered here to establish the connection.

Timeout

You can set the value for the timeout here in seconds for the connection establishment and
read accesses. When the timeout is exceeded, the device is considered as inaccessible or unre-
sponsive.

Button <Test connection>

With the set connection parameters, it is attempted to establish the connection to the IEC
61850 device. If successful, information about the device is shown, such as detected logical de-
vices, nodes, data sets and control blocks.

GOOSE network
Network card to be used to receive GOOSE messages. Only relevant when using GOOSE tele-
grams.

Address book
Selection of the linked address book. If address books have already been created, they are of-
fered for selection here. ibaPDA can also create address books.

<Create address book>
This button can be used to create an address book offline. The button opens the file browser
and the SCL file can be selected, with which ibaPDA creates an address book.

When you click on the <Test connection> button, ibaPDA connects to the IEC 61850 device and
loads the address book from the device itself. The name of the address book is then the IP ad-
dress and port number of the device.

Address books are managed in I/O Manager, on the General tab, in the Address books node. See
chapter & Address books, page 32.

Device supports MMS communication
This option is enabled by default.

However, it is also possible that GOOSE messages are received without MMS communication to
the IEC 61850 device.

This means that the ibaPDA server does not necessarily have to be located in the network of IEC
61850 devices, as long as the GOOSE messages are forwarded to the network where the ibaPDA
server is located.

To make sure that the ibaPDA server does not support MMS communication anymore, disable
the option Device supports MMS communication.

In this case, you must configure additional properties in the GOOSE module, such as the ap-
plication ID and a source and/or destination MAC address. See chapter A GOOSE module,
page 18.

@ Issue 1.7 13



IEC 61850-Client ibaPDA-Interface-IEC61850-Client

Advanced settings
The advanced settings can be shown in order to configure additional parameters.
Advanced settings
Port: 102 n

Password:

Maximum number of objects to read in a single command: 64 =

m Port
Number of the port used on the server side

Note
® Port 102 is used by default. If S7 communication based on RFC 1006 is present
1 in the same network, this may lead to problems, since this also uses port 102 as
the default port.
m Password

If access to the IEC server is password-protected, enter the password here.

m Maximum number of objects to read in a single command
If neither a data set nor a report control block is used for an MMS module, ibaPDA reads the
configured signals with individual commands. Ensure here how many objects should be read
in a command, since several signals are combined in an MMS message if this is possible. If
the value is set to 1, a separate MMS message is in fact sent to the server for each value.

3.4.5 Add module

Click the blue command Click to add module under the device module. Select the desired mod-
ule type, assign a name and click <OK>.

£ Add module >

Name : |F|Ie module

Module type :

n File module

EEl Go0SE module
T MMS module

All modules together use the link defined in the superordinate IEC 61850 device.
There are 3 types of modules that you can add to the IEC 61850 device module:
m GOOSE module

Communication according to IEC 61850 Generic Object Oriented Substation Events (GOOSE)
protocol.
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m MMS module
Communication according to IEC 61850 Manufacturing Messaging Specification (MMS) pro-
tocol.

m File module
Download, rename and save a COMTRADE file from the IEC 61850 device (according to IEC
61850-7-2).

3.4.6 General Module Settings

All modules have the following common settings:

Basic settings
Module Type (information only)
Indicates the type of the current module.

Locked
You can lock a module to avoid unintentional or unauthorized changing of the module settings.

Enabled
Enable the module to record signals.

Name
You can enter a name for the module here.

Module No.
This internal reference number of the module determines the order of the modules in the signal
tree of ibaPDA client and ibaAnalyzer.

Timebase
All signals of the module are sampled on this timebase.

Use module name as prefix
This option puts the module name in front of the signal names.

Module structure

Number of analog and digital signals
Presets the number of the configurable analog/digital signals in the signal tables. A maximum of
1000 signals is possible.

The description of the module type-specific IEC 61850 settings can be found in the chapters
2 MMS module, page 16 and & GOOSE module, page 18
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3.4.6.1 MMS module

The MMS module offers communication as per IEC 61850 manufacturing messaging specifica-
tion (MMS) protocol.

The module supports 3 services:
1. Cyclical reading of individual data attributes

2. Cyclical reading of data sets
Data sets are groups of data attributes that can be read together using a single command.

3. Receiving of reports when changing the value within a data set
This is the most efficient method of data transmission, since no cyclical data transmission

occurs.
MMS module (6)

|| B General | "\ Analog | Il Digtal |

~ Basic
Module Type |EC 61850 device\MMS module
Locked False
Enabled True
Mame MMS module
Module Mo. 6
Timebase 10 ms
lJse name as prefix False
~ |EC 61850
Report Control Elock None
Data Set Dynamic
Logical Device for Data Se
Update time 100 ms

Use external timestamp | False

~ Module Layout

Ma. analog signals 32
Mo. digital signals 32
Name

The name of the module.

Select symbols

Basic settings
See A General Module Settings, page 15

IEC 61850

Report Control Block
m None: No report control block is used. The data is queried cyclically (see above service 1 and
2).

m Preconfigured report control block (only visible with server connection): The server transmits
data changes using the report control block. There is no need to poll the data. This is more
efficient.

16 Issue 1.7 @



ibaPDA-Interface-IEC61850-Client [EC 61850-Client

Data Set
Selection of the data sets to be used:

m None: In this case, no data set is used and the data attributes to which the signals refer are
read individually (see above service 1), relatively slow.

m Dynamic: A new data set will be created, which contains all the data attributes referenced by
the signals.

m Configured data set (only visible with server connection): The preconfigured data set will be
read and the data attributes referenced by the signals will be extracted from it.

Logical Device for the Data Set
Select the logical device you want to create the dynamic data set in. Can only be selected with
data set = dynamic.

Update time

The update time determines how fast ibaPDA tries to read data from the IEC 61850 device. The
actual resulting update time can be higher depending on the load of the device. Please check
the diagnostic overview for measured update rates as overload will result in lost samples.

Use external timestamp

By default the data is resampled by ibaPDA. This way equidistant data is generated that is syn-
chronized to data coming from other sources. Alternatively you can use the external timestamp
from the IEC 61850 device. In this case you will have to select the "As is" profile in the data stor-
age to store the data as non-equidistant data with the external timestamp. When calculations
are done with the data then it will be resampled.
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3.4.6.2 GOOSE module

The GOOSE module offers communication as per IEC 61850 Generic Object Oriented Substation
Events (GOOSE) protocol.

GOOSE module (7)
|| B3 General | "\ Analog | IIl Digtal |

~ Basic
Module Type IEC 61850 device\GOOSE module
Locked False
Enabled True
GOOSE module
Module No. 7
Timebase 10 ms
Use name as prefix False
w |EC 61850
GOOSE Control Bleck MNene
Data Set None

Use external timestamp | False
+ Module Layout

Meo. anzlog signals 32

Mo. digital signals 32

Name
The name of the module.

Select symbols

Basic settings
See A General Module Settings, page 15

IEC 61850

GOOSE Control Block

Selection of the GOOSE control block to be used that is preconfigured on the server. A GOOSE
control block must always be selected. It is essential to select a GOOSE control block that is not
already used by another client.

If the IEC 61850 device does not support MMS communication (see settings in the Connection
tab), the fields Application ID, Source MAC address, Destination MAC address.
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GOOSE module (7)

||EHl General | " Analog | Il Digtal |

v Basic
Module Type IEC 61850 device \GOOSE module
Locked False
Enabled True
Name GOOSE module
Module No. 7
Timebase 1ms
Use name as prefix False
v |EC 61850
GOO0SE Control Block None
Data Set None
Use external timestamp | False
Application Id (141}
Source MAC address
Destination MAC address
v Module Layout
No. analog signals 32
No. digital signals 32

If you have an address book, you can select the GOOSE control block from the address book.
The application ID is filled in automatically. If you do not have an address book, you must enter
the GOOSE control block and the application ID. Optionally, you can also configure a source and/
or destination MAC address to identify the correct GOOSE messages.

You can also leave the field blank if the GOOSE messages can be identified, for example, by the
application ID, the source MAC address, or the destination MAC address.

Data set
The data set that is sent via GOOSE.

Use external timestamp

By default the data is resampled by ibaPDA. This way equidistant data is generated that is syn-
chronized to data coming from other sources. Alternatively you can use the external timestamp
from the IEC 61850 device. In this case you will have to select the "As is" profile in the data stor-
age to store the data as non-equidistant data with the external timestamp. When calculations
are done with the data then it will be resampled.
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3.4.6.3 File module

According to standard IEC 61850-7-2, IEC 61850 devices can create COMTRADE files when a
trigger occurs. The file module enables ibaPDA to download, rename and copy these files from
an IEC 61850 device to a destination directory. You can configure the file module as sub module
under an IEC 61850 device.

File module — Basic settings
See A General Module Settings, page 15

File module — Files tab
On this tab, you can make the settings for the file handling.

File module (0)

i General | O Files lﬂ‘u Analog l
Source
Check for new files: (@) Every 10 2l g
(") On rising edge of 1 Unassigned hd
Directory to monitor: |Cnn1trade
Reprocess files Browse files on device
Destination
Base directory: C:\Comtrade Edit
Sub directory: (®) Use module names as directory names
(") Custom:
Actual directory: C:A\ComtradetEC 61850 deviceFile module
File name: (®) Use source file name
(") Custom:
Source Format
File time {ocal) +
X
Test file name: FRAD0D10.dat |
Actual file name: FRADDON0 . dat
Source

Here you can set when a scan for new files should be performed. If you want to scan periodi-
cally, you can set the scan interval, given in seconds, here. Alternatively, you can trigger a scan
by a rising edge of a trigger signal. The drop-down list offers all digital signals in the signal tree.
Select the desired signal here. A reasonable choice is a signal which indicates when the file
creation is finished on the IEC 61850 device, e.g. the RedMade.stVal data attribute of the RDRE
logical node.
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Furthermore, enter the name of the directory to be monitored for new files on the IEC 61850

device.

<Browse files on device> button

Use this button to get an overview of the current files on the device. This might look as follows:

EN Files O X
Date modified
31/07/.
COMTRADE'FRAQ0001. cfg 3/05/2023 12:31:0 0
COMTRADE\FRAQ0001.dat 3(05/2023 12:31:05 0
COMTRADE'FRAQ000 1.inf 3(05/2023 12:31:05 0
COMTRADE\FRAQ000 1. hdr 3/05/2023 12:31:05 0
COMTRADE\FRAQ0002. cfg 3(05/2023 12:48:41 0
COMTRADE\FRAQ0002. dat 3/05/2023 12:48:41 0
COMTRADE\FRAQ0002.inf 3/05/2023 12:48:41 0
COMTRADE\FRAQ0002.hdr 3(05/2023 12:48:41 0
COMTRADE'FRAQ0003. cfg 3/05/2023 12:49:41 0
COMTRADE\FRAQ0003. dat 3/05/2023 12:49:41 0
COMTRADE\FRAQ0003.inf 3(05/2023 12:49:41 0
COMTRADE\FRAQD003. hdr 3/05/2023 12:49:41 0
COMTRADE\FRA00004. cfg 12/05/2023 13:01:42 0
COMTRADE\FRAQ0004.dat 12/05/2023 13:01:42 0
COMTRADE'FRAQ0004inf 12/05/2023 13:01:42 0
COMTRADE\FRAQ0004. hdr 12/05/2023 13:01:42 0
COMTRADE\FRAO0005. cfg 12/05/2023 13:02:12 0
COMTRADE\FRAQD005. dat 12/05/2023 13:02:12 0w

<Reprocess files> button
If you click on this button then all files, which are available on the IEC 61850 device, will be pro-
cessed again. This may be useful if you have changed the destination settings.

Destination
In the Destination section you set the directory where the files should be transferred to and
how they should be named.

The path of the destination directory consists of two parts:

m Base directory
The directory as it is configured in the settings of the interface IEC 61850 Client, in the field
IEC61850-7-2 files destination path. Click on the <Edit> button to get there directly.

m Sub directory
The name of the sub directory can be created from the module name or manually. Select the
desired option and enter a directory name if needed. If you enter a relative directory name
(e.g. Test) in the Custom field, then this directory will be created relatively to the base direc-
tory. If you enter a full path (e.g. C:\Test), then the base directory will be ignored. UNC-path
entries are permitted.

The line Actual directory shows the name according to the settings.

The name of the source file or a customized name can be used for the destination file. You can
assemble the customized name from different parts.

Use the table below to configure the file name.
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Next to the table, there are buttons with the following features:

+ Add a new part to the file name. By clicking on this button you get a menu for se-
lecting the desired information type (see below).

X Delete selected row.

,P Move selected row up in sequence. The icon is not available (gray), if the operation
is not possible.

\I/ Move selected row down in sequence. The icon is not available (gray), if the opera-
tion is not possible.

The sequence of the parts in the table from top to bottom is transferred to the file name from
left to right. A later change of sequence in the table will respectively change the file name.

You can insert the following information into the file name:

Information

Description

File time (local)

Inserts the local file time. Open the drop-down list in the Format col-
umn to select the preferred time format.

File time (local) is set by default in the first row. After you have added
more information you can shift file time (local) to another position or
delete it.

File time (UTC)

Inserts the file time as UTC value. Open the drop-down list in the For-
mat column to select the preferred time format.

Original file name

Inserts a part of or the complete file name of the source file.
A little drop-down list in the Format column helps.

For single characters enter a single number (index). “0” refers to the first
character in the file name.

For multiple consecutive characters enter a range. “0-2”, for example,
will use the first three characters of the file name.

In order to use the complete file name select Full in the drop-down list.

Static text

Any text, which remains unchanged. Allowed are all characters, which
can be used in file names.

In order to check how the final file name would look like, you can enter a file name as it would
be on the IEC 61850 device, in the Test file name field. The line Actual file name then shows the

result.
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File module — Analog tab
The module has two diagnostic signals:

m Number of files downloaded
This is a 32 bit integer counter (DWORD), that is incremented with each downloaded file.

m Last retrieved file
This is a text signal (STRING) containing the full name of the last file, which was saved in the
destination directory.

The signals and their actual values are shown in the Analog tab of the IEC 61850 device module.

Log file

The log file of the IEC 61850 client interface will contain entries for each file that is transferred
and for any error that might have occurred.

Click on the <Open log file> button in the IEC 61850 client interface dialog to view the log file.

- iba /0 Manager [m] X
DDEREEAIR-MOEIBERIEHB

Inputs | Outpus | Analytics | Groups [ Gene: 4 » [IT=oR F P RS TN 1
@ ibaNet-E

[ Set all values to zero when the connection ta a device is lost

IEC 61850 device
Jll Fie module (0)
i Click to add module
iy Click to add module .
Bl 1EC 61850-9-2
[ orc
o OPC UA
L 55% Playback
-

sssss

fa Text interface

B9 Unnopped Counter  Actual Actusl

Message  Update ime  Response time Data
Average Min Max Size

3.4.7 Signal configuration

In the Analog and Digital tabs, the variables to be measured are configured.

The length of the signal table or the number of signals per table is determined in the general
settings of the modules, module structure (see @A General Module Settings, page 15).

Note

P Observe the maximum permissible signal number based on your license.

Note
P Take into consideration that the number of signals, which are read by a device,
1 influences the minimum achievable read cycle. The more signals recorded, the

slower the reachable reading cycle.
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Selection of measuring signals
You have two options to select the measuring signals:

1. Click on the Select symbols hyperlink in the General tab of the module.

MMS module (6)

|| EE General | " Anzlog | ]Il Digtal |

~ Basic
Module Type |EC 61850 device \MMS module
Locked False
Enabled True
Name MMS module
Medule No. 6
Timebase 10 m=
Use name as prefix False
v IEC61850
Report Control Block None
Data Set Dynamic
Logical Device for Data Se
Update time 100 ms

Usze external timestamp | False
+ Module Layout

MNo. analog signals 32
MNo. digital signals 32
Name

The name of the module.

Select symbols

Use the mouse to click on the link and open the symbol browser.
2. Click on a field in the “Symbol” column in the Analog or Digital tab.

The icon ™| will become visible. A click on the icon opens the symbol browser.

If you open the symbol browser via the hyperlink in the General tab, all available signals are
contained there. Depending on whether you select an analog or digital signal in the browser’s
signal tree, the Analog or Digital tab will be opened in the background. If you add a signal, it will
be inserted in the next open line of the matching signal table.

If you have selected “None” or “Dynamic” under Data Set in the general module properties, you
will be shown a tree in the symbol browser with all logical devices, nodes and data objects of
the server.

The table view shows the data attributes of the selected object. Use the <Offline> button to
switch the system <Online>. The current values can then be shown here. In the event of error
indications, see chapter @ Error messages, page 36.
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E IEC 61850 symbol browser (Data Set: Dynamic)

Symbol:  [BayControllerQ/LLNO. Beh stVal[ST]

—

i~ Symbols | Search

-] BayCortrollerQ Name FC Datatype
= LLND

Beh.q ST |BIT_STRING13 Offine

Value
Offiine

-E LPHD1

-0 GAICILOT
L QAICSWI
[ QATXCER1
4 QBICILO2
[ QBEICSWIZ
-l ae1xswI2
[ GCIcILo3
& QC1CswiI3
L QC1XSwWi3
A TIMMXUT

F e o e - - B
BB B - - - B B

Hide symbols with an unsupported datatype Update symbaols

Add Close

If you have selected a preconfigured data set in the general module properties under Data Set
in the symbol browser you will see a flat view of all of the assigned data objects of the data set.

Bl IEC 61250 symbol browser (Data 5Set: BayControllerQ/LLND.MEAS)

Symbal: |anCorrtroIIerO;’T'IMMXU'I.a\.phsﬁ.c‘u’al.mag.f[MX]

vaae. DRI

= Symbols |l Search

Mame FC Datatype Value
4 | BayControllerQ/TiIMMXU L A.phsA.cval. mag.f X FLOAT3Z Cffline
[ | BayController/T IMMXU1.A.phsA.q MX |BIT_STRING13 Cffline
[ | BayControllerQ/T IMMXU1,A.phsB.cVal. mag.f MY |FLOAT32 Cffline
[ | BayControllerQ/T IMMXU1.A.phsB.q MX |BIT_STRING13 Cffline
[ | BayControllerQ/T IMMXU1,A.phsC.cVal.mag. f MY |FLOAT32 Cffline
[ | BayController/T IMMXU1.A.phsC.q MX |BIT_STRING13 Cffline
[ | BayControllerQ/T IMMXU1.PhV. phsA. cVal.mag. f MY |FLOAT32 Cffline
[ | BayControllerQ/T IMMXU1.PhV.phsA.q MX |BIT_STRING13 Cffline
[ | BayControllerQ/T IMMXU1,PhV. phsB. cVal.mag. f MY |FLOAT32 Cffline
[ | BayControllerQ/T IMMXU1.PhV.phsB.q MX |BIT_STRING13 Cffline
[ | BayControllerQ/T IMMXU1.PhY. phsC.cVal.mag. f MY |FLOAT32 Cffline
[ | BayControllerq/T IMMXU1.PhY.phsC.range MY |INTS Cffline
[ | BayControllerQ/T IMMXU1,PhV.phsC.q MX |BIT_STRING13 Cffline
Hide symbals with an unsupported datatype Add Close

You can select individual or several signals in the signal tree.

Click on <Add> to add them to the corresponding analog or digital signal table. If you select an
individual signal, then the next signal is marked after clicking on <Add>. In this way, you can add
several successive signals by pressing <Add> several times. You can also add a signal to the sig-
nal table by double clicking on the signal.

You can also search by symbol name in the Search tab of the symbol browser. The signal tree of
the search result can be operated like the complete signal tree.

Issue 1.7
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Note
® By means of the checkbox “Hide symbols with an unsupported datatype” you
1 can hide all not supported data types.

Description of the tables

The analog signals to be measured must be entered in the signal tables with the complete name
(symbol) and the data type. This is done automatically when selecting via the symbol browser.
You can assign any signal name.

& iba /O Manager m} x
DBEAGAC-0MEBREEHE
Inputs Tl eas e (D MMS module (6)
- @ ibaNet-E
- IEC 61850 Cliert || General | " Analog | I Digtal |
-] |EC 61850 devics Name Symbol DataType Active
MMS module (6)
‘...illy Click to add module ... 0 BayControllerQ/QA1CSWI1.Pos.origin.orCat[5T] BayControllerQ/QA1CSWI1.Pos.origin.orCat[ST] | SINT 1 ~
- Click to add medule ... BayConir AICSWIL, Pos, stV EayContr ALCSWILPos, sty EYTE
: Click to add modul 1 ollerQ/Qy al[5T] ollerQ/Qy al[5T] ]
w2 oPC 2 FLOAT
G- Playback a
B fo Virtual 3 FLOAT "
... HB Unmapped 4 FLOAT a
5 FLOAT ]
6 FLOAT "]
7 FLOAT ]
8 FLOAT a
9 FLOAT ]
10 FLOAT | v
| T TT | TTT | T TT | TTT | TTT | T TT | TTT |
0 oss 512 788 14 om0 s 12w 179 [ 0K | _ fesy || Coned |
iba /0 Manager
& g g X
DoOEUIE-MHM|IREIEHEBE
Inpuls | Sl s e (D MMS module (6)
B @ ibalet-E
& [E] 1EC 61850 Client I General | "\ Analog | [ Digital |
= 1EC 61850 device Name Symbol Act
i MIMS module (B)
iy Click to add module .. 0 BayControllerQ/QA1CSWI1.Pos.stSeld[ST] BayControllerQ/QA1CSWI1.Pos.stSeld[ST] 1 ~
-y Click to add module .. BayContr A1CILO1.EnaCpn. stV BayContr A1CILO 1, EnaOpn. st
Click to add modul 1 ollerd (G al[ST] ollerQ/Qy al[5T] ]
2 oPC 2 0
[i-JieF Playback
- oo Virtual 3 L]
o HE Unmapped 4 a
5 |
6 F
7 ]
8 il
9 L]
10 al g
i | T TT | TTT | T TT | TTT | TTT | T TT | TTT |
0 oss  sin 78 it e s m w179 L 0K | | Pesy | Cencdl
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The following data types are supported:
= BOOLEAN
= Enums
= Coded Enums (e.g. Check, Dbpos)
= Int8
= Int8U
= Int16
= Int16U
= Int32
= |nt32U
= Int64, see chapter A Int64, page 27
= Float32
= Float64
= Quality, see chapter & Quality, page 28
= Timestamp (UTC_Time, BINARY_TIME), see chapter & Timestamp, page 29

Special note for GOOSE module without selected GOOSE control block
GOOSE module (57)

&l General | "\ Analog | Il Digtal

Name Unit Gain Offset Index DataTy... Active
[} TestiD1/GGIO0.DPCSO1.5tVal[ST] 0 2,0/ BYTE
1 01 FLoaT [

If no GOOSE control block is used (MMS communication is not supported), then the signal is not
assigned via the symbol, but via the index of the data in the telegram. The data type must also
be selected manually.

Index 0 means the first element in the dataset, index 1 the second element, ... . If an element in
the dataset is a structure, it is also necessary to define which element from the structure should
be used. This is done via "Index,Subindex".

Example: Index 4,2 means the fifth element in the dataset. This is a structure, the third subele-
ment of the structure is used.

3.4.7.1 Int64

Due to the internal data handling in ibaPDA conversion from Int64 to Double is done. Therefore,
values at the end of the value range may cause a data deviation.
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3.4.7.2 Quality

The data types Quality and Coded Enums are bit strings. Each bit or sometimes two bits describe
a status.

Bit 0 00 -> good
Bit 1 01 -> invalid
10 -> none
11 -> questionable
Bit 2 Overflow
Bit 3 OutOfRange
Bit 4 BadReference
Bit 5 Oscillatory
Bit 6 Failure
Bit 7 OldData
Bit 8 Inconsistent
Bit9 Inaccurate
Bit 10 Source (0 -> process, 1 -> substituted)
Bit 11 Test
Bit 12 OperatorBlocked

In ibaPDA, the values are displayed as decimal value in the trend graph, for example. For a bet-
ter readability, a representation by means of 16 bit decoder, which represents the individual

bits, is clearer.
16 bit decoder (8)

T2 General | [ Digital |

Mame
Validity (Good = 00, Invalid = 01, Reserved = 10, Questionable = 11)
Validity
Overflow
{out Of Range
Bad Reference
Oscillatory
Failure

Old Data

Inconsistent

L= = L T e =]

Inaccurate

Soure (Process= 0, Substitued = 1)
Test

Operator Blocked

na

[y
(=1

[y
[

]

=
(51}

=
i

na

[y
]

na
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3.4.7.3 Timestamp

The IEC61850 data type Timestamp is an 8 byte value where the first 4 bytes indicate the sec-
onds since 1/1/1970 00:00:00. The next 3 bytes represent the fraction of a second. The last byte
contains various quality flags (including time accuracy).

The timestamp is displayed in the IEC 61850 Symbol Browser in the format "dd.mm.yyyy hh:m-
m:ss.ms".

@ EC 61850 symbol browser (Data Set: Dynamic) =

Symbol: [TestLDUGGIOB.AnIn!.t[MX]

Catape: | UTCHTMERI
JE:-__ Symbols L Search
EE TestLD1 Name FC Datatype Value
g% t:':%ﬂ B | Anin1.mag. MX |INT32 o
=[] GGIOD B8 | Anin1.mag.f MX |FLOAT32 o
Moo] Anin1 | Anlnl.q MX [BIT_STRING13 |0
-G Anin2 15.03.2021 11:19:46. 166
::’E E:‘Hﬂ IAnInl.dU DC |STRING255 [
. L.g8 DPCSO1 _Anlnl.subm SV |VISIBLE_STRINGG4 |
@-[Z] ANCRO

ibaPDA does not internally support a Timestamp data type. In order to still be able to measure
time information, e.g. for checking the latency period and the jitter of IEC 61850 data, the sec-
onds and milliseconds fraction is acquired from a Timestamp as a float value.

IEC 61850 Device

E General | ¥ Connection |% Analog
Name Symbol DataType Actual
» [ Source: (2) MMS module
0 ‘[Z:Z]:Tsﬂ.leGGIOﬂ.ﬁnIlﬂ.t[r'D(] TestLD1/GGIO0.AnIn 1. t{MX] FLOAT 45,1667

3.4.7.4 Recording of non-equidistant data

With the function of non-equidistant data acquisition, the signals in the data file are saved with
the timestamp which is sent from the IEC 61850 server. This special function is particularly use-
ful when it is important to know exactly when a new data point is received. For example, for
cascaded circuit breakers to know which one triggered first.

For this purpose, IEC 61850 uses the possibility, that a measuring value or state value includes
a quality value and a timestamp. This triple always belongs together. All other signals, like ad-
ditional information, have no own timestamp and can only be recorded as equidistant data, ac-
cording to the IEC 61850 standard.

To use non-equidistant data acquisition, the option Use external timestamp must be set to
"True" in the MMS or GOOSE module.
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- iba /0 Manager
DEENIC-N|BMEIEBE

[Ioputs illd| non-equidistant (25)
8] ibalet- || General | "\ Anbog | II[ Digtal |
™ ibaCapture .
=8l 1EC 61850 Cliert v Basic
= |EC 61850 device Module Type IEC 61850 device\MMS module
equidistant (24) Locked False
non-equidistant (25) Enabled True
i Click to add module .. Name non-equidistant
e Click to add module .. Module No. 25
e[ 1EC 61850-3-2 Timebase 10 ms
-2 OPC Use name as prefix False
%K OPC UA v |IEC 61850
58 Playhack Report Control Block TestLD1/LLNO.mpt 102[RP]
- B 50L database Data Set TestLD1/LLND DataSet01
[ da Text interface Use external timestamp True
E-4= VIP TCP/UDP ¥ Module Layout
[ o Virtual MNo. analog signals 32
----- Unmapped No. digital signals 32

Display in the signal table

A new column Time symbol is added in the signal table. A time stamp can additionally be de-
fined for the signals in this column. When selecting a symbol, it is checked whether an associat-
ed timestamp exists in the data model for the signal. If one is defined the timestamp is automat-
ically added. If a time stamp is defined for the signal, it is sampled non-equidistantly. All other
signals without an additional timestamp are recorded equidistantly.

3~ iba /0 Manager
DEEAIC-HEHBEIEE

slbaF;;wD;- — AB&| non-equidistant (25)

ibahet-E " Analog | Il Digtal

\; 'EC:?;; Clent Name Unit Gain Offset Symbol Time symbol DataType Active
i

0 Test.D1/GGIC0.DPCSO L stval[ST] 1 0 TestLD1/GEI00.0PCSOLstVal[ST] TestLD1/GGIC0.CPCSOL 4[ST] EYTE )
1 1 (] DOUBLE ]
; ' 2 TestLD1/GGIO0. AninZ.mag. fMX] 1 0| TestLD1/GGIC0. AnIn2.mag. fIMX] TestLD1/GGI00. ANInZ.tMX] DOUBLE
i Click to add mocule 3 B o FLOAT 0
e IEC 61850-32 4 1 0 FLOAT 1
-2 oPC 5 1 0 FLOAT O

Data store configuration
Additionally, the signals must be added to a time-based data store. The “As is” and the “Time”
profile can be used. A data storage can contain both equidistant and non-equidistant signals.

3 Data storage

DB ER RN B

e IEC 61850 - Signal selection

B Diagnostics -
& Certificates Profiles Signals

-3 |EC 61850 Name Linked signals | | E-[J A 0 Vitual
i @~ Trigger Mode . + & 11.ibaQPanel input
H P =
W] Sicrai sclcction Asis sa+iD=6 EVN 15 VIP TCP/UDP Generic
;-5 Files 24, equidistant
i Add data store .. [-fA 25. non-equidistant

Display in ibaAnalyzer
The example in the figure below shows the difference between equidistant (module 24) and
non-equidistant (modul 25) signals in ibaAnalyzer.

When recording non-equidistant data only one measuring value is written to the data file when
a report or GOOSE message is received. This measuring value is written with the original time-
stamp to the data file, which is sent from the IEC 61850 server.
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Additional information is added for each signal in the data file, e.g. the signal type SPDA_Typ.
Based on the signal type, ibaAnalyzer detects whether the signal is equidistant (r3_...) or

non-equidistant (ne_...).

E Unbenannt - C\dat3\pdab88.dat - ibaAnalyzer v8.0.3 (x64)

i Datei Datenbank Historische Daten Bearbeiten Einstellungen Streifen Modus Datei Gruppe Ansicht

BEE DL MK 8 BEEEE REC B % Sk LR

Hilfe

| .
2100,
Signale v o X |x 20 “
i j — TestLONGGEIO0 DPCS01 StVaI[S-h
5[ C-\dat3\pda688.dat ~ 1.99 :
@D info 184
B 24. aquidistant 17
B @ info 164
="\ 24:0: TestLD1/GGIO0.DPCSO1 stVal[ST] )
name: TestLD1/GGIO0.DPCS01.stVal[ST] 1.59
unit: 1.4+
$PDA_symbol: TestLD1/GGIO0.DPCS01.stVal[ST] 1.3
TimeBase: 0.01 12
SPDA_Typ: r3_int16 <
minscale: -32768 1.1 !
maxscale: 32767 1.04 }
(-7 24:1: TestLD1/GGIO0.DPCSO1 4[ST] g o l
[E-" 24:2: TestLD1/GGIO0.Anin2. mag.fIMK] M| — TesLDUGGION DRPCS01 st\fa|[sh | g
[ " 24:3: TestLD1/GGIO0 Anin2 t{MX] 1.91 B i
aﬁ 25 nicht-aquidistant 184
(@ info J
: " - 1.7
[=BaW 25 -0: Testl D1/GGIO0 DPCSOA_stVal[ST]
name: TestLD1/GGIO0.DPCSO1.stVal[ST] 161
unit: 1.54
SPDA_symbol: TestLD1/GGIO0 DPCS01 stVal[ST] 1.4
SPDA_Typ: ne_int16 134
minscale: -32768 :
maxscale: 32767 1.24
TimaRaca N N1 v 114 : ;
< > ; | seC
1.0+ ‘ . t . ‘ }
Signale | Suchen  Report-Information | Analysevorschrift 09:21:39.85 09:21:39.95 09:21:40.05 09:21:40.15 09:21:40.25
Marker - 0 X
Signalname X1 X2 X2 -X1 Y1 Y2 Y2 -Y1 Einheit
1» |TestLD1/GGION DPCSO1 stVe  09:21:40.0137 09:21:40.2500 0.2362 2.000 1.000 -1.000
2 TestLD1/GGIO0.DPCSO1 . stVz  09:21:40.0137 09:21:40.2500 0.2362 1.000 1.000 0.000
Signal Definitionen  Marker | Statistik = Harmonische Marker  Navigator  Ubersicht  Referenz
CAP NUM

Fertig

Special aspects when recording non-equidistant signals

1. The signals are only recorded in the data file as non-equidistant data. In all other places
(e.g., in virtual signals, in trendgraphs) the signals are used equidistantly.

2. In order to record signals non-equidistantly, the dataset on server-side must be created
with data objects (like XCBR.Pos) and not with data attributes (like XCBR.Pos.stVal). If data
attributes are used in the dataset only the changed value is sent in the telegram and not
the timestamp. This is also the case if dynamic datasets are used. The behaviour of the data
objects and data attributes in a dataset is explained in the standard IEC 61850-7-2 chapter

17.2.3.2.2.9.

3. Not all signals have an associated timestamp and these signals must be sampled as equidis-
tant signals. The standard IEC61850-7-3 describes, which signals have an associated time-

stamp.

Issue 1.7

31



IEC 61850-Client ibaPDA-Interface-IEC61850-Client

3.4.8 Address books

The IEC 61850 address books are listed in the General tab of the Address books node.

= iba /O Manager
DEEEAR-HMH EGE|ER
Address books

£} Settings
= Signal names s ABB | 8 Bachmann M1 | DTBax | 1EC61850 [#% OPC UA [ SMATIC 57 [fla simoTioN [ @ TwincaT |

g )| Address books

& Cetficates I Delete selected address books

(_B Time syndmr.uzahon Name Creation Time Size Modules

@] Module overview :

'Q Knowhow protecion TestDatatypes |2?.02.2023 08:23 |2_.?r:a | IEC 61850 device (1002)
Y5 Watchdog

@ Remote configuration

The Modules column displays the modules that use a specific address book. You can dou-
ble-click on it to jump to this module.

<Delet selected address books>
Selected address books are deleted from the directory of the ibaPDA server.
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4 Diagnostics

4.1 License

If the interface is not displayed in the signal tree, you can either check in ibaPDA in the I/0 Man-
ager under General — Settings or in the ibaPDA service status application whether your license
for this interface has been properly recognized. The number of licensed connections is shown in
brackets.

The figure below shows the license for the Codesys Xplorer interface as an example.

License infarmation

Licenses:
License container: |3ra . | - PR— A~
Customer name: |i---- -— | : :: - ‘“:
License time limit: | Unlimited ! =
B |WIE|U CmGtick vA.40 | ibiF‘DA—Intirface-CndeT—Kp‘lfﬁ (16)
Container host: | - - . | - S—— -—
Required EUIP date: [01.022023 | | e — -; -
EUP date: [31.12.2025 || o — — v

4.2 Log files

If connections to target platforms or clients have been established, all connection-specific ac-
tions are logged in a text file. You can open this (current) file and, e.g., scan it for indications of
possible connection problems.

You can open the log file via the button <Open log file>. The button is available in the 1/O Man-
ager:

m for many interfaces in the respective interface overview

m for integrated servers (e.g. OPC UA server) in the Diagnostics tab.

In the file system on the hard drive, you can find the log files of the ibaPDA server (..\Pro-
grambData\iba\ibaPDA\Log). The file names of the log files include the name or abbrevia-
tion of the interface type.

Filesnamed interface. txt are always the current log files. Files named Interface
yyyy mm dd hh mm ss.txt arearchived log files.

Examples:

m cthernetipLog.txt (logof EtherNet/IP connections)
m AbEthLog.txt (log of Allen-Bradley Ethernet connections)

m OpcUAServerLog.txt (log of OPC UA server connections)
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4.3 Connection diagnostics with PING

PING is a system command with which you can check if a certain communication partner can be
reached in an IP network.

1. Open a Windows command prompt.

£ emd|

2. Enter the command "ping" followed by the IP address of the communication partner and
press <ENTER>.

- With an existing connection you receive several replies.

BN Administrator: Command Prompt - O X

d -'-1_,
n milli

Minimum

indows\s

hable.
hable.
hable.

able.

loss),
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4.4 Connection table

All Ethernet-based interfaces have a table available in the I/O manager that shows the status of
each connection. Each line represents one connection.

3+ iba /0 Manager

O *
DEEED2E-0Q(EBGBEEB
TS| IEC 61850 Client
[ ibaNet-E
--DJ ibaCapture [] Set all values to zero when the connection to a device is lost Open log file
& C 61850 Client Start acquisition even if a device is not accessible
EC 61850 device —
E MMS module (0) [ Mllow inaccessible attributes Reset statistics
&l GOOSE module (1) IEC§1850-7-2 iles destination path: [C:\Comtrade
[ i Click to add module ..
i Click to add module ... User name: | |
e+-El 1EC 61850-9-2 ;
-2 oPC Password: | | Test path
-4 OPC UA :
3% Playback Name Message Update time  Response time Data
E-An Text inteface Counter Actual Actual Average Min Max Size
..... Unmapped 0 B IEC61850 Device Emors: 0
MMS MMS module (1) 778 100,0 ms 3,1ms 2,2ms 1,0 ms 7. 1lms 3
GO GOOSE module (2) 625 = 151,9ms 123,0 ms 0,0 ms 371,1ms 37

The modules for which the connections exist are identified by name in the first column (left)
grouped by IEC 61850 devices.

The telegram counter is a continuous counter that is incremented by one with each received
telegram. The response time is the time that a device requires to answer a data request. In the
case of cyclical transmission, this corresponds to the time to read the data. In the case of MMS

reports or GOOSE events, this corresponds to the time between events. The data size is the net
data size of the transmitted telegrams.

Click the <Reset counters> button to reset the error counters and the calculation of the re-
sponse times.

Additional information is provided by the background color of the table rows:

Color Meaning

Green The connection is OK and the data are read.

Yellow The connection is OK, however the data update is slower than
the configured update time (only for MMS and no report control
block).

Red The connection has failed or was interrupted

Table 1: Meaning of background colors of the connection table
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4.5 Error messages

The following error messages may be shown:
DATA_ACCESS_ERROR_NO_RESPONSE = -2, /* for server internal purposes only! */
DATA_ACCESS_ERROR_SUCCESS =-1

DATA_ACCESS_ERROR_OBJECT_INVALIDATED =0
DATA_ACCESS_ERROR_HARDWARE_FAULT =1
DATA_ACCESS_ERROR_TEMPORARILY_UNAVAILABLE =2
DATA_ACCESS_ERROR_OBJECT_ACCESS_DENIED =3
DATA_ACCESS_ERROR_OBJECT_UNDEFINED =4
DATA_ACCESS_ERROR_INVALID_ADDRESS =5
DATA_ACCESS_ERROR_TYPE_UNSUPPORTED =6

DATA_ACCESS_ERROR_TYPE_INCONSISTENT =7, /* A data type is inconsistent. Please check the
data types to ensure they are correct.*/

DATA_ACCESS_ERROR_OBJECT _ATTRIBUTE_INCONSISTENT = 8
DATA_ACCESS_ERROR_OBJECT_ACCESS_UNSUPPORTED = 9
DATA_ACCESS_ERROR_OBJECT_NONE_EXISTENT = 10
DATA_ACCESS_ERROR_OBJECT_VALUE_INVALID = 11
DATA_ACCESS_ERROR_UNKNOWN = 12
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5 Support and contact

Support

Phone: +49 911 97282-14

Email: support@iba-ag.com

Note
P If you need support for software products, please state the number of the licen-
1 se container. For hardware products, please have the serial number of the device
ready.

Contact

Headquarters

iba AG

Koenigswarterstrasse 44
90762 Fuerth

Germany
Phone: +49 911 97282-0
Email: iba@iba-ag.com

Mailing address

iba AG
Postbox 1828
D-90708 Fuerth, Germany

Delivery address

iba AG
Gebhardtstrasse 10
90762 Fuerth, Germany

Regional and Worldwide

For contact data of your regional iba office or representative
please refer to our web site:

www.iba-ag.com

@ Issue 1.7 37



	1 About this documentation
	1.1 Target group and previous knowledge
	1.2 Notations
	1.3 Used symbols

	2 System requirements
	3 IEC 61850-Client
	3.1 General Information
	3.2 System topologies
	3.3 Configuration and engineering for IEC 61850 server
	3.4 Configuration and engineering for ibaPDA
	3.4.1 Interface settings
	3.4.2 Add device module
	3.4.3 General device module settings
	3.4.4 Connection Settings
	3.4.5 Add module
	3.4.6 General Module Settings
	3.4.6.1 MMS module
	3.4.6.2 GOOSE module
	3.4.6.3 File module

	3.4.7 Signal configuration
	3.4.7.1 Int64
	3.4.7.2 Quality
	3.4.7.3 Timestamp
	3.4.7.4 Recording of non-equidistant data

	3.4.8 Address books


	4 Diagnostics
	4.1 License
	4.2 Log files
	4.3 Connection diagnostics with PING
	4.4 Connection table
	4.5 Error messages

	5 Support and contact

